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STREAMLINE Privacy Notice

Streamline Services Consultancy Limited (SSCL) is committed to good practice, professionalism, and
integrity in our recruitment business. We protect the privacy of our clients and candidates and treat
all dealings with us in the strictest confidence, whether through this website, on the telephone or
through one of our branches.

Candidates who submit their details via this site are assured that we only gather information
necessary to aid the recruitment process and to understand the profile of our customers and web
site users to monitor and improve our service. By registering your details on this site, you consent to
us collecting personal information for the purpose of disclosing this information to potential
employers and clients in our recruitment process. Or to contact you with marketing and job alerts.

This privacy notice provides a framework of understanding about the personal data that are collected
by Streamline Services Consultancy Limited ("hereinafter called the Data Controller"), as required by
law including the provisions of the European Union's General Data Protection Regulation (GDPR).

Data Controller
The Data Controller is Streamline Services Consultancy Limited with the registered office in 10
Western Road, Romford, Essex RM1 3JT, (Company Registration Number 5107866).

The personal data collected will be controlled and processed by the Data Controller. Additionally,
personal data may be processed or jointly controlled by affiliates of the Data Controller.

This privacy notice applies to:

1. our job candidates and recipients of our career services,

2. our associates, who are people we source or place on assignment with one of our clients, or
individuals to whom we provide outplacement or career transition services, and

3. representatives of our business partners, clients and vendors.

This privacy notice does not apply to our head office and country-based staff employees, who are
individuals employed by Streamline Services Consultancy Limited and who work directly for
Streamline Services Consultancy Limited and not directly with a Streamline Services Consultancy
Limited clients.

The privacy notice describes the types of personal data or personal information we collect, how we
use the information, how we process and protect the information we collect, for how long we store
it, with whom we share it, to whom we transfer it and the rights that individuals can exercise regarding
our use of their personal data. We also describe how you can contact us about our privacy practices
and to exercise your rights.

Privacy Notice

e Information We Collect

e  How We Use the Information We Collect

e Cookie Policy

e  Legitimate Interest

e How We Process and Protect Personal Information
How long We Store the Information We Collect
Information We Share

Data Transfers

Your Rights and Choices
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e  Updates to Our Privacy Notice
e How to Contact Us

Information We Collect

We may collect personal data about you in variety of ways, such as through our job sites and social

media channels; through phone; through job applications; in connection with in-person recruitment;

or in connection with our interactions with clients and vendors. We may collect a selection of personal
data dependant on the nature of the relationship, including, but not limited to (as permitted under
local law):

e contact information (such as name, postal address, email address and telephone number);

e information you provide about friends or other people you would like us to contact. (The
Controller assumes that the other person previously gave an authorisation for such
communication); and

e through the "Contact Us" feature on our Sites.

In addition, if you are an associate or job candidate, you apply for a position, we may collect the

following types of personal data (as permitted under local law):

e employment and education history;

e language proficiencies and other work-related skills;

e  Social Security number, national identifier or other government-issued identification number;

e  date of birth;

e gender;

e bank account information;

e citizenship and work authorisation status;

e  benefits information;

e tax-related information;

e information provided by references; and

e information contained in your resume or C.V., information you provide regarding your career
interests, and other information about your qualifications for employment.

and where required by law and explicit consent has been provided by you:

e disabilities and health-related information;

e  results of drug tests, criminal and other background checks.

e Special categories of data, such as information about ethnic origin, sexual orientation or religion
or belief in order to monitor diversity in recruitment

In addition, we may collect information you provide to us about other individuals, such as information
related to emergency contacts.

All personal data such as name, address, email address, work history and education are gathered
purely for this purpose and held on secure servers. In order to comply with The Conduct of
Employment Agencies and Employment Businesses Regulations 2003, we are obliged to hold relevant
data for a period of one year after its creation or one year after the date on which we last provided
our services to our clients or candidates. After a period of non-usage, we will contact you and ask you
if you want to keep your details on our database.

How We Use the Information We Collect
The Controller collects and uses the data gathered for the following purposes (as permitted under
local law):
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providing workforce solutions and connecting people to work;

creating and managing online accounts;

processing payments;

managing our client relationships;

responding to individuals' inquiries and claims;

operating, evaluating and improving our business (including developing, enhancing, analyzing

and improving our services; managing our communications; and performing accounting, auditing

and other internal functions);

7. protecting against, identifying and seeking to prevent fraud and other unlawful activity, claims
and other liabilities; and

8. complying with and enforcing applicable legal requirements, relevant industry standards,
contractual obligations and our policies.

9. where permitted under law and only if you have given your consent, to send alerts regarding
available positions and other communications;

10. where permitted under law and only if you have given your consent, to communicating about,

and administering participation in, special events, promotions, programs, offers, surveys,

contests and market research;
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In addition to the activities listed above, if you are an associate or job candidate and you apply for a

position, as permitted under local law, we use the information described in this privacy notice for the

following purposes:

11. providing you with job opportunities and work;

12. providing HR services to you, including administration of benefit programs, payroll, performance
management and disciplinary actions;

13. providing additional services to you, such as training, career counselling and career transition
services;

14. assessing your suitability as a job candidate and your associate qualifications for positions; and

15. performing data analytics, such as (i) analyzing our job candidate and associate base; (ii) assessing
individual performance and capabilities, including scoring on work-related skills; (iii) identifying
skill shortages; (iv) using information to match individuals and potential opportunities, and (v)
analyzing pipeline data (trends regarding hiring practices).

All processing will be carried out based on adequate legal grounds which may fall into a number of

categories, including:

1. explicit consent from the data subject, where required by applicable law e.g. when you tick a box
to receive email newsletters

2. toensure that we comply with a statutory or contractual requirement (e.g. our client may require
your personal data), and/ or a requirement necessary to enter into a contract. You are obliged to
provide this data and if you do not, we will be unable to provide you with our services e.g.
providing you with job opportunities or processing your personal data to ensure that your wages
and taxes are paid.

3. itis essential and necessary for the legitimate interest of the Data Controller e.g. letting the user
access the website to be provided with the services offered. Please see our section on Legitimate
Interests below to learn more about these interests and when we may process information in this
way.

We also may use the information in other ways for which we provide specific notice at or prior to the
time of collection.
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Cookie Policy
When you use our website information may be collected through the use of cookies and similar
technologies.

What are cookies?

First, and contrary to popular belief, cookies are NOT programs and so can't contain a virus. They don’t
do anything at all. They are simple "text files” which you can read using the Notebook program on your
own PC. Typically, they contain two pieces of information: a site name and unique user ID.

How do they work

When you visit a site that uses cookies for the first time, a cookie is downloaded onto your PC. The
next time you visit that site, your PC checks to see if it has a cookie that is relevant (that is, one
containing the site name) and sends the information contained in that cookie back to the site. The site
then 'knows’ that you have been there before, and in some cases, tailors what pops up on screen to
take account of that fact.

The good thing about cookies

Some cookies are more sophisticated. They might record how long you spend on each page on a site,
what links you click, even your preferences for page layouts and colour schemes. The possibilities are
endless, and generally the role of cookies is beneficial, making your interaction with frequently-visited
sites smoother - for no extra effort on your part.

And the bad

So why the paranoia? The answer probably depends on how you feel about organisations — both big
business and government — storing information about you. There is nothing especially secret or
exceptional about the information gathered by cookies, but you may just dislike the idea of your name
being added to marketing lists, or your information being used to target you for special offers. That is
your right, just as others are entitled to go along with the process.

Legitimate Interest

The Data Controller may process personal data for certain legitimate business purposes, which

includes all of the following:

e to provide a job seeking service;

e where the process enables us to enhance, modify, personalise or otherwise improve our
services/communications for the benefit of our clients, candidates and associates;

e toidentify and prevent fraud;

e to enhance security of our network and information systems;

to better understand how people, interact with our websites;

for direct marketing purposes;

to provide postal communications to you which we think will be of interest to you;

to determine the effectiveness of promotional campaigns and advertising

Whenever we process data for these purposes, we will ensure that we keep your rights in high regard
and take account of these rights. You have the right to object to such processing. Please bear in mind
that if you exercise your right to object this may affect our ability to carry out and deliver services to
you for your benefit.
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How We Process and Protect Personal Information

We process the personal data we collect for the purposes defined in this notice and for a period only
as long as is necessary for the purposes we collected it. Different laws may also require us to keep
different data for different periods of time.

We maintain administrative, technical and physical safeguards designed to protect the personal data
you provide against accidental, unlawful or unauthorized destruction, loss, alteration, access,
disclosure or use. In order to ensure the appropriate security and confidentiality of the personal data,
we apply to the following security measures:

e Encryption of data in transit;

e  Strong user authentication controls;

e  Hardened network infrastructure;

e  Network monitoring solutions;

How long we Store the Data We Collect
We will keep your personal data for the time period necessary to achieve the purposes described in
this Privacy Notice, taking into account applicable statute of limitation periods and records retention
requirements under applicable law. Subject to applicable law, we will retain your personal data as
required by the company to meet our business and compliance obligations, for example, to comply
with our tax and accounting obligations.

We store in our systems the personal data we collect in a way that allows the identification of the data
subjects for no longer than it is necessary in light of the purposes for which the data was collected, or
for which that data is further processed.

We determine this specific period of time by taking into account:

e The necessity to keep stored the personal data collected in order to offer services established
with the user;

e Inorder to safeguard a legitimate interest of the Data Controller as described in the purposes;

e  The existence of specific legal obligations that make the processing and related storage necessary
for specific period of times;

Information We Share

We do not disclose personal data that we collect about you, except as described in this privacy notice
or in separate notices provided in connection with particular activities. We may share your personal
data (i) if you are a job candidate, with clients who may have job opportunities available or interest in
placing our job candidates; and (ii) with others with whom we work, such as job placement consultants
and subcontractors, to find you a job.

In addition, we may disclose personal data about you (i) if we are required to do so by law or legal
process; (ii) to law enforcement authorities or other government officials based on a lawful disclosure
request; and (iii) when we believe disclosure is necessary or appropriate to prevent physical harm or
financial loss, or in connection with an investigation of suspected or actual fraudulent or illegal activity.
We also reserve the right to transfer personal data we have about you in the event we sell or transfer
all or a portion of our business or assets (including in the event of a reorganization, dissolution or
liquidation).

We use Facebook Audience Manager, to target you with advertising which we think is the most
relevant to you from time to time. This feature allows us to target ads to you as part of a specific set
of people, based on your preferences. To target similar people to you (lookalikes) we will share with
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Facebook your name, address, email address and telephone number. You can manage your privacy
settings in the privacy tab of your account(s) with such third parties. You can find further details
on Facebook Audience Manager description and privacy policy.

Data Transfers

We do not currently work with countries outside of the country in which the information originally
was collected. If this changes in the future we will immediately advise you, please bear in mind you
have the right to object to such processing, we will also update all policies and notices to reflect the
change.

Your Rights as Data Subject

When permitted by applicable law, a data subject can exercise under Articles 15 to 22 of the GDPR the

following specific rights:

1. Right of access: A data subject has the right to access their personal data concerning which in
order to verify that their personal data is processed in accordance to the law.

2. Right to rectification: A data subject has the right to request the rectification of any inaccurate or
incomplete data held about them, in order to protect the accuracy of such information and to
adapt it to the data processing.

3. Right to erasure: A data subject has the right to request that the Data Controller erases
information about them and to no longer process that data.

4. Right to restriction of processing: A data subject has the right to request that the Data Controller
restricts the processing of their data.

5. Right to data portability: The data subject has the right to request the data portability meaning
that the data subject can receive the originally provided personal data in a structured and
commonly used format or that the data subject can request the transfer of the data to another
Data Controller.

6. Right to object: The data subject who provide a Data Controller with personal data has the right
to object, at any time to the data processing on a number of grounds as set out under GDPR
without needing to justify their decision.

7. Right not to be subject of automated individual decision-making: The data subject has the right
not to be subject to a decision based solely on automated processing, including profiling, if such
profiling produces a legal effect concerning the data subject or similarly significantly affects them.

8. Right to lodge a complaint with a supervisory authority: Every data subject has the right to lodge
a complaint with a supervisory authority, in particular in the EU Member State of their habitual
residence, place of work or place of the alleged infringement if the data subject considers that
the processing of personal data relating to them infringes GDPR.

You may instruct us to provide you with any personal information we hold about you (Subject Access

Request); provision of such information will be subject to:

e  Your request not being found to be unfounded or excessive, in which case a charge may apply;
and

e The supply of appropriate evidence of your identity (for this purpose, we will usually accept a
photocopy of your passport certified by a solicitor or bank plus an original copy of a utility bill
showing your current address).

Whenever the processing is based on the consent, as under art.7 of the GDPR, the data subject may
withdraw their consent at any time. There may be circumstances where we will still need to process
your data for legal or official reasons. We will inform you if this is the case. Where this is the case, we
will restrict the data to only what is necessary for the purpose of meeting those specific requirements.
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If you believe that any of your data that we process is incorrect or incomplete, please contact us and
we will take reasonable steps to check its accuracy and correct it where necessary.

If you require more information about the processing of your personal data, please refer to the How
to Contact Us section below.

Updates to Our Privacy Notice

This privacy notice may be updated periodically to reflect changes in our privacy practices and legal
updates. For significant changes, we will notify you by posting a prominent notice on our Sites
indicating at the top of each Notice when it was most recently updated.

How To Contact Us
If you have any questions or comments about this privacy notice, or if you would like to exercise your
rights, please write to:

The Compliance Manager

Streamline Services Consultancy Limited
Suite 4, First Floor,

Clipper House,

Tilbury Freeport,

Tilbury Dock,

Essex,

RM18 75G.

Email: compliance@streamlineservices.co.uk

Telephone: 0208 508 6100
This website is owned and operated by Streamline Services Consultancy Limited

You can contact us:

e By post, using the postal address given above;

e Using our website contact form;

e By telephone, on the contact number published on our website; or
e By email, using the email address published on our website.

Information Commissioner’s Office, Registration number: Z9705431
Approval of this notice

This notice was originally approved by the board of directors on the 26" April 2018 and reviewed
annually thereafter.
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